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The challenge

A billion dollar construction firm with thousands of employees
was experiencing rapid growth across North America as it
continued winning new contracts, meaning it needed to set

up remote locations quickly.

It had 50+ remote office locations - at least 40 of which
stored data in on-premises file servers. To protect its
business-critical data, the firm used Veeam for its virtualized
environment, and Mozy to protect the physical machines in
remote sites, but the costs to manage data were escalating.

“The nature of our business is that we spin up a site sometimes
for ayear or two and on very short notice. So we have 40+
offices with servers today, but three months from now we
could have 45 sites. The fluctuation means we have more
datato protect. The previous data protection solution was
getting too expensive and unpredictable,” said a senior

leader at the firm. “We had to get costs under control.”

In addition to reducing costs, the firm needed to have
centralized visibility of its backups, streamlined access to
data across all locations, and the ability to protect other
workloads, such as software-as-a-service (SaaS) applications.

“We wanted backups to be securely stored offsite,
and the only logical answer was moving to a cloud-first
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Case study

Challenges

Business growth resulted in remote sites being a

quickly for an indeterminate period of time, impacting

its data protection needs

The cost of its previous backup solution was rising

and unpredictable

Needed a cloud-first data protection solution that
would enable centralized management of all backups,

including Saa$S data as it expanded

Needed to have ransomware protection that
isimpenetrable to encryption or attacks

Solution

Ransomware protection for the backup and long
retention of 40+ remote file servers in the cloud
dataisolation (“air-gapped”)

Centralized management and visibility for physical
workloads across 40+ remote locations, and flexibility

to protect data quickly as new sites are added

A single pane of glass through which IT can easily

manage backups and restores of file servers, and
SaaS application data

Results

Druva and AWS Snowball Edge solution facilitated
restoration of data on 40+ file servers within a matter

of days following a ransomware attack

Reduced data protection costs by two-thirds

leveraging a flexible cloud-native platform which

can start protecting Saa$S data from day one

Achieved 2.5x global deduplication storage savings

within hours of launching the POC
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approach. As a customer, we were familiar with Veeam,
but were not comfortable using it for backing up remote
sites to the cloud,” the senior leader said.

The solution

The firm conducted a proof of concept (POC) with Druva,
and saw significant global deduplication within the first
few hours, before deciding to roll it out across all 40+
locations. Druva gave the firm the visibility, flexibility,
and cloud-native data protection it needed for about
one-third the price of its previous solution.

When the firm was hit by a ransomware attack in

early 2020, their choice of Druva became even more
serendipitous. Bad actors exploited a Citrix vulnerability
to gain access to the firm’s network. “At 6:00 a.m. hackers
unleashed the ransomware, and by 7:00 a.m. our entire
network had been compromised,” said the senior leader.

The ransomware spread quickly and the hackers were

on the firm’s system for about one week. The Veeam data
catalogue was corrupted by the ransomware and the firm
was unable to restore from the Veeam backups they had
been investing in for years. It lost years of backup data
that could have significant compliance complications
down the road.

“This was our first time getting attacked like this and
we needed outside help,” the leader said. Some of the
remote sites had very small network links, and the
bandwidth necessary to do a complete restore was not
there. The firm had all affected servers shipped from
the remote locations to the home office to facilitate
datarecovery.

Druva restored many servers over the network, but also
leveraged its integration capabilities with Amazon Web
Services (AWS) Snowball Edge, a data migration and edge
computing device with 100 terabytes (TB) of capacity

to handle low bandwidth servers.

The results

With standard restores from the cloud and the new
AWS Snowball Edge-dependent feature, the firm was
able to quickly rebuild its affected machines, restore
the data equally fast, and move on to the next machine.
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“Our strategy was to let the restoration run on a number
of servers overnight and ship the servers back to our
remote sites the next day,” said the senior leader.

The firm’s cloud-first backup strategy with Druva
enabled it to recover 100% of the compromised data
quickly, as the servers were wiped, rebuilt, restored,
and shipped back to the 40+ sites in a matter of days.

The ransomware attack was stressful, but the firm was
confident it could recover with the data protected safely
inthe cloud. That confidence was evident when it wasn't
tempted to pay criminals the ransom - an eye-watering
seven-figure sum.

The Federal Bureau of Investigation’s (FBI) Internet Crime
Complaint Center (IC3) reported a record number of
ransomware complaints in 2020, with losses exceeding
$29.1 million. Not only did the firm gain ransomware
protection with air-gapped, long-term backup of its 40+
file servers in the cloud, but it did so at one third the cost
of its previous backup solution, while achieving 2.5x global
deduplication storage savings.

“With Druva, we are already saving money on year one,”
he added. And equally important, the firm now has the
centralized visibility it needs across all remote sites,
with the ability to scale storage capacity easily as it wins
new contracts.
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